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Who am |?
e Senior Penetration Tester at RANDORI:

e 10 years of experience in different fields (Active Directory, Windows,
Linux, Web applications, Wifi, Android)

* Member of the Checkmarx Application Security Research Team
e https://www.checkmarx.com/category/blog/technical-blog/

e Security Researcher at Cobalt.io

* Play CTF (Hackthebox, Insomni’hack, Nuit du Hack, ...)

* Gives a hand to the Tipi’hack team
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https://www.checkmarx.com/category/blog/technical-blog/

Agenda

1. Google Play Billing Presentation
2. Known Vulnerabilities
3. Vulnerable Applications

4.Conclusion
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Google Play Billing Presentation
How does it work?
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Google Play Billing Presentation

* Google Play Billing (or Google InApp Billing)

e “service that lets you sell digital content inside your
Android app”

* Android framework that allows to easily monetize
applications

* One-time products

e Subscriptions
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Google Play Billing Presentation

* One-time products

* You can buy it only once
* Premium version of an app

 Extra products (coins, credits, music, etc.)

* Subscriptions

* Need a regular payment (daily, weekly or monthly)

* Subscription to a magazine or a newspaper
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Google Play Billing Presentation

* Payment is handled by Google

* Need to have Google Play services in your device

* Credit card not exposed to the developers

* Products need to be defined in the Google Play Console

* Tracking made by Google
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Google Play Billing Presentation

Your server (optional)

Your App Content delivery

Purchase data
Purchase validation

APl Google
Play Billing

Google Play Backend

= Checkout flow
Billing requests

Product list
¢ - Track transactions
/ - Process payment
X

Google Play
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Google Play Billing Presentation

* Payment process handled by Google
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< Purchase

Yearly gas subscription.
dh

One-time deals

Gas (Trivial Drive Sample App)

-

Gas (Trivial Drive $0.99
Sample App) plus tax ®

By tapping "Buy", you agree to the Terms of Service - Android (US).

G Pay

Premium (Trivial Drive Sample App) $0.99

E Premium
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Payment successful

Google Play
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Google Play Billing Presentation

* Purchase validation can be performed in 2 ways
 Verify purchase on a server

* Verify purchase on a device

* |n any case, Google returns a JSON object containing
the response data of the purchase

* INAPP_PURCHASE DATA
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Google Play Billing Presentation

* The JSON object contains
* orderld: Identifier of the transaction
e packageName: App name
e productld: Product identifier

* purchaseState: Integer with 2 possible values O
(Purchased) or 1 (Canceled)

* purchaseToken: String generated by Google Play to
uniquely identify the transaction

)JAAUSEC



Google Play Billing Presentation

* Example of INAPP PURCHASE DATA

"orderld":"6395511243536442409.3765700896946863",
"packageName":tom.lima.doodlejump,
"productld":"doodlejump.candys1000",
"purchaseTime":1574248391379,

"purchaseState":0,
"developerPayloat
"purchaseToken":fjkgeytwuimhgxidsloanbnt
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Google Play Billing Presentation

* Google Play signs the JSON object

* The Google Play Console generates an RSA key pair
for each application

* The private key is associated to the application used

* The application uses the public key to validate the
signature
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Google Play Billing Presentation

* Google recommends to validate purchase details on a
server controlled by the developer

Y Notel It's highly recommended to verify purchase details using a secure backend server that you trust|When a server isn't an

option, you can perform less-secure validation within your app.
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 However, it is still possible to verify the purchase on
the device by validating the signature

A Warning: This form of verification isn't truly secure because it requires you to bundle purchase verification logic within your

app. This logic becomes compromised if your app is reverse-engineered.
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Google Play Billing Presentation

* Trivial Drive v2
* Sample app

* Example on how to
use the Google Play
Billing API
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