


2

https://www.checkmarx.com/category/blog/technical-blog/


3



4



5



6



7



8

Your App

API Google 
Play Billing
B

in
d

er

Checkout flow
Product list

Track transactions
Process payment

…

Google Play Backend

Billing requests

Content delivery
Purchase data

Purchase validation

Your server (optional)
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{
"orderId":"6395511243536442409.3765700896946863",
"packageName":"com.lima.doodlejump",
"productId":"doodlejump.candys1000",
"purchaseTime":1574248391379,
"purchaseState":0,
"developerPayload":"",
"purchaseToken":"ijkgeytwuimhgxidsloanbnc"

}
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<intent-filter android:priority=“2147483647” >
<action android:name=“com.android.vending.billing.InAppBillingService.BIND” />

</intent-filter>
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public static boolean verifyPurchase(String base64PublicKey, String signedData, String signature) {
if (signedData == null) {

Log.e(TAG, "data is null");
return false;

}
boolean verified = false;
if (!TextUtils.isEmpty(signature)) {

PublicKey key = Security.generatePublicKey(base64PublicKey);
verified = Security.verify(key, signedData, signature);
if (!verified) {

Log.w(TAG, "signature does not match data.");
return false;

}
}
return true;

}
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Your App

API Google 
Play Billing

Android
System

1. Implicit Intent to start the Billing service

2. Obtain the 
Intent due to 
the Intent filter

3. Replies with:
- A fake JSON object
- An empty signature
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Intent intent = new Intent("com.android.vending.billing.InAppBillingService.BIND");
intent.setPackage(« com.android.vending");
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1. Install Billing 
Hack

2. Decompile the 
app with apktool

3. Modify the smali
code to replace the 

package

4. Modify the smali
code to replace the 
signature validation

5. Recompile the 
app with apktool

6. Sign the app with 
jarsigner

7. Install the newly 
created app

8. PROFIT!!!
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# ls assets/bin/Data/Managed/
Analytics.dll   Assembly-CSharp-firstpass.dll  Facebook.Unity.dll   mscorlib.dll  Stores.dll  System.Xml.dll       
UnityEngine.Analytics.dll   UnityEngine.Purchasing.dll  winrt.dll     Apple.dll     Common.dll   Facebook.Unity.IOS.dll  
P31RestKit.dll  System.Core.dll  System.Xml.Linq.dll  UnityEngine.dll     UnityEngine.UI.dll  Assembly-CSharp.dll  
Facebook.Unity.Android.dll  Mono.Security.dll   Security.dll System.dll   Tizen.dll UnityEngine.Networking.dll  
Validator.dll
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