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Abusing Google Play Billing for fun and unlimited
credits!

Guillaume Lopes - @Guillaume_Lopes
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Google Play Billing Presentation
How does it works?
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Google Play Billing Presentation

* Android framework that allows to easily monetize
applications with in-app purchases and subscriptions

e Subscriptions to magazines
* Premium features

* Extra content in games

RANDORI: =



Google Play Billing Presentation

 Payment is handled by Google

* Need to have Google Play in your device

* Credit card not exposed to the developers

* Products need to be defined in the Google Play Console

* Tracking made by Google
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Google Play Billing Presentation

* Simplified Workflow

5. Content Delivery

2

1. Purchase Start
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Google Play Billing Presentation

* Payment process handled by Google

¥ 3 9 0 0 547 m 200 o4 5 1546 4 39 0547

< Purchase

Yearly gas subscription.
dh

One-time deals

Gas (Trivial Drive Sample App)

-

Payment successful

Gas (Trivial Drive $0.99
Sample App) plus tax ®

Google Play
By tapping "Buy", you agree to the Terms of Service - Android (US).

G Pay

Premium (Trivial Drive Sample App) $0.99

E Premium
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Google Play Billing Presentation

e Google returns a JSON object containing (not
exhaustive)

* purchaseState: Integer with 2 possible values O
(Purchased) or 1 (Canceled)

* purchaseToken: String generated by Google Play to
uniquely identify the transaction

* signature: String representing the signature of the
purchase
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Google Play Billing Presentation

e Google Play signs the JSON string that contains the
response data for a purchase

* The Google Play Console generates an RSA key pair
for each application

* The private key is associated to the application used
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Google Play Billing Presentation

* Google recommends to validate purchase details on a
server controlled by the developer

Y Notel It's highly recommended to verify purchase details using a secure backend server that you trust|When a server isn't an

option, you can perform less-secure validation within your app.

\
4

 However, it is still possible to verify the purchase on
the device by validating the signature

A Warning: This form of verification isn't truly secure because it requires you to bundle purchase verification logic within your

app. This logic becomes compromised if your app is reverse-engineered.
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Google Play Billing Presentation
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Google Play Billing Presentation

d be implemented on

= ° = String TAG = "IABUtil/Security”;
°* Irtvial vrive v
String A( = "RSA";

String il il ITHM = "SHAlwithRSA™;

 Sample app

* Example on how to
use the Google Play
Bi”ing API SERp ﬂ - (String : b1ic String s

I0Exception {
TextUtils.isEmpty(signedData) TextUtils.isEmpty(basefdPublicKey)
TextUtils.isEmpty(signature)) {
BillingHelper.logWarn(TAG, "Purchase verification failed: missing data.");

return false;

PublicKey key = generatePublicKey(basef4PublicKey);

return verify(key, signedData, signature);
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Known Vulnherabilities
A little bit of history
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Known Vulnerabilities

e 2013: Dominik Schiurmann found 2 vulnerabilities

allowing to bypass the payment

ODrocess

* Bug disclosed to Google (Hall of Fame)

1. A malicious app is able to impersonate the Google
Play billing service (com.android.vending)

 Define an Intent filter with a high priority

<intent-filter android:priority="2147483647" >

<action android:name="com.android.vending.billing.InfAppBillingService.BIND" />

</intent-filter>
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Known Vulnerabilities

2. The signature verification returns true, if the
signature is an empty string

public static boolean wverifyPurchase(String base64PublicKey, String signedData, String signature) -

if (signedData == null) {
Log.e(TAG, "data is null™);
return false;

1
g

boolean verified = false;
ITextUtils.isEmpty(signature)) {
Publickey key = Security.generatePublicKey(baseb64PublicKey);

verified = Security.verify(key, signedData, signature);

if (lverified) {

Log.w(TAG, "signature does not match data.");

return false;

return true,
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Known Vulnerabilities

* Dominik developed an app as PoC called BillingHack
* Just need to launch the app in background
* Then you can use your targeted app

A V4 9:23

BillingHack

This is a proof-of-concept implementation to attack Google's
in-app billing API
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Known Vulnerabilities

* Google fixed these 2 vulnerabilities by applying the
following modifications

1. Every app using the Google Play Billing APl should
define which is the target package for the intent

Source: Trivial Drive v2
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